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Belief system

Bottoms-up approach - Top-down view

IT infrastructure

Business applications

Reactive IT security - ‘Proactlve Info risk mgmt

Black-and-white security Context-aware security

Best practices - Business value
Regulatory compliance - Policy compliance




Personality traits

Unilateral decision-maker ‘Consensus-builder

Operations expert

Strategic thinker

Corporate police officer Trusted advisor

Specialist

Generalist
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You're expected to be a jack of all trades

* Business expectations
— Mobility and access

— New business models

e Technology changes
— Web 2.0

— Virtualization

e Economic conditions

— Budgets
— Prioritization and efficiency
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Operationalize security

Strateg
c v

Information risk management/GRC Business alignment

Compliance and reporting

Policy and architecture

management

Infrastructure

security Operations

_ Infrastructure and
Operation operations
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Overall spending on security increasing steadily

“What percent of your company’s IT operating
budget will be devoted to IT security?”

2009**

11.27%

P os1%  m North America
2008*

10.02% | Europe

2007

7.71%
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Security remains top of IT agenda

2005* 20067 2007+ 2008
Security| 57/% | 62% | 48% | 50%

Business continuity

Infrastructure consolidation

O  Entire contents © 2009 Forrester Research, Inc. Al rights reserved. FORRESTER



Security Is getting the visibility it has long sought

“To which level within the organization does the Chief Information Security Officer (CISO)
or equivalent directly report?”

C-level or equivalent
head of the functional
area

49%

One levsl below C-level

or equivalent functional _ 27%
head
Don't know/does not -
apply 11%
Two levels below C-level
or equivalent functional 10%

head

More than two levels
below C-level or
equivalent functional

B

Base: 953 North American and European enterprise decision-makers responsible for IT security
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009
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Why security and risk managers are
turning to service providers

Protecting increasingly complex

: environments while taking into account
Complexity technology changes (virtualization, Web
2.0, etc.)

. SOX, PCI, HIPAA, and standards
Compliance (ISO 27001/27002)

Finding the right skill-set to understand
COmpetenCy and respond to business challenges

Creating efficiencies by employing
Cost existing resources more effectively
(people, process, and technology)
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Data and application security remain top priorities

“Which of the following initiatives are likely to be your firm's/organization's
top IT security priorities over the next 12 months?”

Data security

Managing vulnerabilities and threats
Business continuity/disaster recovery
Application security

Regulatory compliance

Aligning IT security with the business

Implementing our security requirements on
business partners/third parties

Security outsourcing

30%

Critical priority
m High priority

Base: 1,959 North American and European enterprise and SMB decision-makers responsible for IT security
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009



Client security attention also shifting to data

secu rlty “What is your organization’s interest in adopting
each of the following client security technologies?”

NAC 11%

Patch management

Endpoint control m 9%

File-level encryption

12%

Full disk/desktop encryption 13%
DLP on the desktop 12%
Host Intrusion Prevention System 10%

Base: 1,009 North American and European enterprise and SMB decision-makers

Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009

= Expanding/
upgrading
implementation

¥ Implemented,
not expanding

Planning to
implement in the
next 12 months



Prioritization, people issues dominate challenges

“Please rate the following IT security challenges in your firm.”

Lack of budget
* Lack of staff
Complexity of our IT environment

* Unavailability of people with the right skills

vk Lack of visibility and influence within the
organization

Inability to measure the effectiveness of our = Challenge

security program

* Unavailability of products/services that fit our
needs

®mMajor challenge

Base: 1,959 North American and European enterprise and SMB decision-makers responsible for IT security
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Services spend is significant and increasing

budget will be spent on the following categories?”

“In 2009, what percentage of your se

Security

_ consultants and
Security  integrators

consultants/ 5%

Other
Upgrades to 30%
existing security
technology
12%
New security
technology Maintenance/lic
12% ensing of
existing security
Security staffing technology
15% 19%

Base: 1,281North American and European enterprise and SMB decision-makers responsible for IT security
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009



Managed security services become mainstream

How interested is your firm/organization in procuring the following as a managed
service in the next 12 months?

Vulnerability assessment 30%
. ] H Already
Email filtering 6% 23% have as a
managed
Network firewall monitoring/mgmt 9% 19% service
. . Very
Regulatory compliance monitorin 22% ) .
¢ i P g : interested in
. a managed
Host event log monitoring/mgmt 20% service
Endpoint security 21% Somewhat
interested
Web content filtering 15%
IDS/IPS monitoring or management 15%

Base: 240 North American and European enterprise and SMB decision-makers

Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009



Competency trumps cost for managed services

How important were the following in your firm's decision to adopt managed
security services?
(percentage of respondents who answered “very important”)

W Gain 24x7 coverage _ 34%

Improve quality of protection |G 34%
i‘Greater competency or specialized skills [ININEGNGEENEEEEEEEEEE 28%
‘ Reduce cost |GG 27%
“ Improve regulatory compliance [ 21%
Reduce complexity |G 20%

Decrease liability concerns |G 18%

‘ Because the rest of the IT environment is
outsourced F 4%

Base: 1,214 North American and European enterprise and SMB IT security decision-makers
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009 -
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Canadian CISOs report lower

To which level within the organization does the Chief Information Security Officer (CISO) or
equivalent directly report?

49%
C-levsl or squivalent head of the functional area

One level below C-level or esquivalent functional head

m Qverall
H Canada

Two levsls below C-levsl or equivalent functional head

More than twe levsls below C-levsl or equivalent
functional

Base: 953 security decision-makers at North American and European enterprises
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009
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Canadians focus on risk and vulnerabilities

Which of the following initiatives are likely to be your firm's/organization's top IT security

priorities over the next 12 months?
( Data sscurity

Cutting costs and/or increasing sfficiency
BC/DR

Managing information risk

Application security

Regulatory compliance

Managing vulnerabilities and threats
Aligning IT security with the business
IAM

User security training and awarensess

Implementing our security requirements on 3rd parties

87%
86%
80%
2%

79%
7%

. 82%
350
BO%
74%

88%
88%

74%
82%

83%
5% m Qverall
56% m Canada

39%

38%

Base:1,959 security decision-makers at North American and European companies
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009 @
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Canadian orgs. less likely to outsource

How interested is your firm/organization in procuring the following as a MANAGED SERVICE

in the next 12 months?

Vulnserability assessment

Regulatory compliance monitoring and assessment
Emailfiltering

DDoS protsction

Application security

IAM

Web content filtsring

Network firewall monitoring or management
Host event log menitoring or managemsnt
IDS/IPS menitoring or management

SIM or Log Management

Endpoint security

19%
12%
12%
9%
12%
1%
1%
1%
9%
1%
9% ® Overall
1% n
% Canada
1%
7%
10%
10%
10%
9%
10%
4%
9%
5%

Base:1,959 security decision-makers at North American and European companies
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009 @
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Canadian enterprises lag behind in DLP

What are your firm's plans to adopt the following data security technologies?
(respondents who have already implemented or are planning to implement in the next 12 months)

Email encryption

"
23%
Dattess sncryeton. o
43%
T
23%

Centralized key management seolution

m Qverall
m Canada

Network storage encryption

Databass vulnerability assessment, menitering, and

auditing 300

DLP

Enterprise rights management

Base: 1,959 security decision-makers at North American and European companies
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009



More Canadian firms face significant
challenges

What are your firm’s biggest challenges in implementing data security technologies?

Cost and business justification for data protection projects
and technologies

61%
: , 38%
Complexity of architectural sfforts nesdsd
54%
44%

Data classificationand discovery (i.s., lack of insight into
typs, valus, and location of information asssts)

m Qverall
37% m Canada

Undsrstanding how to align requirements to the
technologies we need

Lack of cooperation between IT security, IT operations,

and business units 32%

Ensuring third parties follow our data security standards

Lack of maturity of technologies

Base: 1,959 security decision-makers at North American and European companies
Source: Enterprise And SMB Security Survey, North America And Europe, Q3 2009
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Conclusions

* The role of the security department has changed
significantly and we have to change or we’ll be left
behind

e Securing applications/data and employing services
where appropriate will be the key to your success

e Canadian market is maturing fast but needs to
embrace services more.

e Canadian firms must bring their CISOs up in the
organizaiton
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Recommendation: Balancathe tradeoffs

Operations tasks versus strategic direction \

) > i
Cost efficiencies versus proactive risk and mgmt.

: AN i
Best practice versus business value

: Y
Quick fix approach versus long winded process

) R ) J

~\

No news is good news versus information overload

J
_——




Recorpmendation: It’s all about people

[Be creative in influencing the culture.

+ Identify “security champions.” W
« Embed security person’ﬂqin busines

Do not underestimate the power of politics & culture.
L B -

=
LﬁuﬁL

Concentrate on “who” not “how.”




.Recom m ron: Use Technology |

|

~appropriatel "”‘
v - -
|| Augment technology with people and Y

: L Process

Develop a strategy for application security : 'L-
oV EE— . —
Have the top five lists based on risk

o ) |

—_—

DLP and SIM tools can give you visibility

Look for easier integration and ease of use

—— T ——




Thank you

Khalid Kark
+1 617.613.6433
kkark@forrester.com

www.forrester.com
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