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Methodology

• Client-driven 
• Internal consultations

– telephony / connectivity / wireless, call-centres, 
security (corporate and customer-facing)

• External consultations (international)
– Industry: hospitals, police (fed/prov/muni), 

paramedics, EMS, banking, energy, water, 
– Academia
– Government: federal, prov, municipal



Scenario

• Flu-like virus with infection rate of 20 to 
40% of population over 2 years

• 0.1% hospitalization rate
• 6% mortality after hospitalization
• WHO stage 6 declared
• Social-distancing recommendations from 

government



ICT under normal operating conditions



Stage 1 impact – Help Desk and Vmail degradation



Stage 2 impact – Internet degradation



Stage 3 impact – Telephony degradation
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Stage 4 impact – Information Asset compromise



Pandemic Response 
Mitigating Controls



Stage 1 impact – Controls

Management control: 
Financial authority 

and codes

Management control: 
Remote access 
enrolment policy 

update

Management control: 
Policy on personal 

comms devices

Management control: 
Temp, part-time re- 
call of retired staff

Management control: 
Mandatory flex-hours 

and vacation 
cancellation

Management control: 
Mandatory cross- 

training

Operational control: 
Fastrack procurement

Operational control: 
Fastrack enrolment

Operational control: 
Social distancing

Operational control: 
Batch processing

Operational control: 
Vmail conservation

Operational control: 
Temp, part-time and 

retired AAA

Operational control: 
Best-effort support on 

non-standard 
platforms

Technical control: 
Virtual Call centres

Technical control: 
Mesh networking



Stage 2 impact – Controls

Operational control: 
Prioritization  
procedures

Management control: 
User prioritization 

policy

Management control: 
Application 

prioritization policy

Technical control: 
SSL VPN

Technical control: 
Wireless broadband 

supplements

Technical control: 
De-optimize web 

services



Stage 3 impact – Controls
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Management control: 
Supplier and partner 
prioritization policy

Operational control: 
Prioritization  
procedures

Technical control: 
Switch re-direct

Technical control: 
Virtual call transfer

Technical control: 
Call Queuing

Technical control: 
Call overflow



Stage 4 impact – Controls

Technical control: 
Private portals 

(off-site)

Technical control: 
Upstream security 
(security in service- 
provider network)

Management control: 
Public collaboration 

tools policy

Management control: 
Counter-party 

information 
management 

requirements and 
policy

Management control: 
User classification

Operational control: 
Collaboration 

whitelists

Operational control: 
Counterparty audit
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