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Network security – traditional approach
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Limitations of traditional network 
security approach

• Zero-day attacks 
• Intrusion Prevention Systems in passive mode
• Black Lists/White Lists
• Evolution of threat agents 
• Threats detected when they hit network 

perimeter (not proactive)
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Response: Upstream security as a new 
layer
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Bell Carrier Threat Intelligence@ work
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Sample use cases
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Large organizations with many geographic locations can be faced with the challenge of detecting 
and preventing unauthorized and uncontrolled network connections.

Malware and the ensuing Botnet compromise is distressingly frequent because the binaries and 
communications paths can remain undetected for extended periods. Organizations need to 
mitigate control for zero-day malware compromise early. 

Traditional 2/3 -factor authentication: what you know (password) and what you have (random 
number token) what you are (biometric) is no longer enough. The newest threats employ technique 
systems.  A fourth factor of authentication can be considered, which is the observation of what a 
device has been doing (communication with know bad IPs and ASNs)

DDOS attacks pit the combined force of potentially millions of compromised devices against 
an enterprise. Organizations need to detect attacks in the early stages before it can grow to 
the point of impacting the targeted service.
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Sample use cases – how it works
Vulnerability Assessment
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Sample use cases – how it works

Rogue connection management
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Sample use cases – how it works
Botnet detection and mitigation
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Sample use cases – how it works
DDOS mitigation
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Sample use cases – how it works
Fourth factor authentication
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Value of Bell’s Carrier Threat Intelligence

• Security spending by organizations is increasing due to the evolution 
and sophistication of new threats increasing the complexity and cost of 
mitigating solutions 

• Bell’s Carrier Threat Intelligence is a proactive and response service 
which may lower costs associated with administration, resourcing and 
bandwidth consumption

• Within the Carrier Threat intelligence  - Zero-day attacks, illicit 
activities, penetration attempts and compromises which are 
undetectable by perimeter security products reveal themselves through 
communications patterns 
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What next?
Experience this new proactive layer for yourself

• Speak to your sales representative
• Read the whitepaper for additional information
• Engage Bell to pilot this service within your organization
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